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Google search on the term risk management’ returns 4,260 million

results in 0.38 seconds as compared with ‘Xi Jingping” with 63.4
million results in 0.35 seconds. Risk management is important from
nations to companies to professional bodies. On the national front,
President Xi has already warned back in 2019 to ‘alert to Black Swan
and prevent Gray Rhino’ in managing risks and events confronting
China. This FRA column will focus on the law and practice (including
procedures) relating to risk management that are relevant to (a)
companies (particularly companies listed on Hong Kong Stock Exchange
(HKEX)) and (b) professionals (with reference to law firms and solicitors).

Risk Management for Companies under Companies
Ordinance

Under section 388 of the Companies Ordinance (Cap. 622), directors
of a Hong Kong company are required to prepare for each year a
report that complies with (amongst other things) Schedule 5 to the
Companies Ordinance. Schedule 5 prescribes the contents of the
directors’ report as regards business review. Under paragraph 1(b)
of Schedule 5, a directors’ report for a financial year must contain
a business review that consists of ‘a description of the principal
risks and uncertainties facing the company’. In short, a company is
required to address risk management in its business review under the
Companies Ordinance.

Under paragraph 28(2)(d) of Appendix 16 of the Main Board Listing
Rules (relating to the disclosure of financial information), a listed
company (whether or not it is incorporated in Hong Kong) shall
include disclosures required under Schedule 5 to the Companies
Ordinance, including, the description of the principal risks and
uncertainties facing a listed company.

Under the law and/or the Listing Rules, a Hong Kong company or a
non-Hong Kong company listed on HKEX is required to disclose the
principal risks and uncertainties facing that company under paragraph
1(b) of Schedule 5 to the Companies Ordinance.

Risk Management for Listed Companies under Main Board
Listing Rules

For all companies listed on HKEX, they are subject and are required
to comply with the Listing Rules including the Corporate Governance
Code (CG Code) under Appendix 14 of the Listing Rules. Under
the CG Code, the requirements are set out as (a) principles of
good corporate governance (Principle), (b) code provisions (CPs)
and (c) recommended best practices (RBPs). Under the comply or
explain regime, CPs are required to be complied or explained with
their non-compliance by listed companies. RBPs are not required
to be complied nor explained but are encouraged to do so. Risk
management and internal control are prescribed and regulated under
D2 of the CG Code with one (1) Principle, seven (7) CPs (CP D.2.1 -
D.2.7) and two (2) RBPs (RBP D.2.8 and D.2.9).

Under the Principle, it provides that ‘the board is responsible for
evaluating and determining the nature and extent of the risks it is
willing to take in achieving the [listed company’s| strategic objectives,
and ensuring that the [listed company] establishes and maintains
appropriate and effective risk management and internal control
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systems. Such risks would include, amongst others, material risks
relating to ESG [Environmental, Social and Governance]. The board
should oversee management in the design, implementation and
monitoring of the risk management and internal control systems,
and management should provide a confirmation to the board on the
effectiveness of these systems'.

Under CPs, the following are provided. Under D.2.1, ‘the board
should oversee the [listed company’s] risk management and internal
control systems on an ongoing basis, ensure that a review of the
effectiveness of the [listed company’s] and its subsidiaries’ risk
management and internal control systems has been conducted at
least annually and report to shareholders that it has done so in its
Corporate Governance Report. The review should cover all material
controls, including financial, operational and compliance controls’.

Under D.2.2, ‘the board’s annual review should, in particular, ensure
the adequacy of resources, staff qualifications and experience, training
programmes and budget of the [listed company’s] accounting,
internal audit, financial reporting functions, as well as those relating
to the [listed company’s] ESG performance and reporting'.

Under D.2.3, ‘the board’s annual review should, in particular, consider:
(a) the changes, since the last annual review, in the nature and extent of
significant risks (including ESG risks), and the [listed company’s] ability
to respond to changes in its business and the external environment;
(b) the scope and quality of management’s ongoing monitoring of
risks (including ESG risks) and of the internal control systems, and
where applicable, the work of its internal audit function and other
assurance providers; (c) the extent and frequency of communication of
monitoring results to the board (or board committee) which enables
it to assess control of the [listed company] and the effectiveness of
risk management; (d) significant control failings or weaknesses that
have been identified during the period. Also, the extent to which they
have resulted in unforeseen outcomes or contingencies that have
had, could have had, or may in the future have, a material impact on
the [listed company’s] financial performance or condition; and (e) the
effectiveness of the [listed company’s] processes for financial reporting
and [Listing Rules] compliance’.

Under D.2.4, ‘[listed companies] should disclose, in the Corporate
Governance Report, a narrative statement on how they have
complied with the risk management and internal control code
provisions during the reporting period'.

Under D.2.5, ‘the [listed company] should have an internal audit
function’.

Under D.2.6, 'the [listed company] should establish a whistleblowing
policy and system for employees and those who deal with the [listed
company]...to raise concerns, in confidence and anonymity, with the
audit committee... about possible improprieties in any matter related
to the [listed company]'".

Under D.2.7, ‘the [listed company] should establish policy and system
that promote and support anti-corruption laws and regulations’.
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For RBPs, under D.2.8, ‘the board may disclose in the Corporate
Governance Report that it has received a confirmation from
management on the effectiveness of the [listed company’s] risk
management and internal control systems’.

Under D.2.9, ‘the board may disclose in the Corporate Governance
Report details of any significant areas of concern’.

The above relate to companies listed on the Main Board under the
Main Board Listing Rules and similar provisions are contained in the
GEM Listing Rules for companies listed on GEM.

Risk Management for Solicitors

The qualification, admission, training and practice of Hong Kong
solicitors are subject to and regulated by the Legal Practitioners
Ordinance (Cap. 159). In relation to risk management education,
the Council of the Law Society has pursuant to section 73 of the
Legal Practitioners Ordinance adopted the Legal Practitioners
(Risk Management Education) Rules (Cap. 159Z) (RME Rules) to
implement a programme of training on risk management known as
the 'Risk Management Education (RME) Programme’ applicable to all
solicitors, trainee solicitors and foreign lawyers.

Under section 5 of the RME Rules, a person who becomes
a solicitor, a trainee solicitor or a foreign lawyer is required
to complete all general RME core courses within the
practice year. Under section 6, a solicitor who becomes
a principal is required to complete all general RME core
courses within the practice year. For the purpose of the
RME Rules, risk management is defined as ‘any action or
plan of action the objective of which is to minimize the risk
of a person’s exposure to claims against him in the course
of his professional practice and to reduce the extent of
loss which may arise from such claims’. RME course means
any workshop, lecture, seminar, course, programme of
instruction or any other activity conducted by the Law
Society or by any entity authorised by the Law Society.

Under section 7, a solicitor or a foreign lawyer is required
to complete at least 3 hours of elective RME courses within
the practice year failing which he is required to complete
at least 6 hours of elective RME courses within that practice
year and the first succeeding year. Under section 8A, the Law
Society may grant exemption. Under section 9, solicitors are
required to keep record of completion of RME courses and to
make the records available to the Law Society for inspection.

Under the RME Rules, RME courses are not defined and
specified and will deem to be RME courses if conducted by
the Law Society or authorised by the Law Society. Accordingly,
the RME courses that are currently offered are quite diversified
that some RME courses are not technically related to risk
management. In addition, the RME Rules are only applicable
to solicitors and foreign lawyers individually and not applicable
to law firms. Law firms are not required to prepare and
submit any risk management reports to the Law Society.
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Risk Management Practice
Currently, there are two risk management frameworks that are

commonly adopted for risk management, namely,

(a) Enterprise Risk Management — Integrated Framework developed
by COSO (COSO Framework); and

(b) 1ISO 31000 Risk Management — Principles and Guidelines
developed by ISO.

In Hong Kong, the COSO Framework is more popular and is
adopted and used by many listed companies in preparing their risk
management and internal control reports under and for the purpose
of Listing Rules.

As regards risk management practice, the following are standard
procedures, namely,

(a) identification of risks and risk factors;
(b) assessment of risks; and
(c) control and management of risks.

Identification of Risks and Risk Factors

Contrary to the popular understanding, risk factors were not first
used in management context but were first appeared in medical
context in assessing risks in heart attack based on risk factors that
were identified under the Framingham Heart Study in 1948. Today,
Framingham Risk Score is still used to assess 10-year risk of heart
attack or death based on your age, sex, smoking habit, cholesterol
and blood pressure. In company perspective, different industries
and different companies will have different risks and risk factors that
are required to be identified. Common risks faced by companies
are strategic risk, compliance risk, financial risk, operational risk,
domestic and international market risk and competitive risk. In
addition, a company must bear in mind Black Swan risks and Gray
Rhino risks. A Black Swan is a highly improbably major risk event
that diverges beyond what is normally expected and is extremely
difficult to predict with a massive impact. The Gray Rhino concept
refers to risks with a high chance of occurring and a massive impact
if they happen, but companies fail to recognize them as threats and
overlook their obviousness.

Assessment of Risks

Once the risks are identified, they will be measured and assessed.
Risks may be assessed qualitatively by professional judgement or
quantitatively by risk assessment models, the most common of which
is the Monte Carlo simulation and risk analysis model. In Hong Kong,
most risks are assessed by the directors based on their professional
judgement and business acumen. After assessment, the risks are
classified into low, medium and high risks with low, medium and high
financial and operational impacts. This likelihood (of risk occurrence)
and impact (financial or operational) is then contained in the
likelihood and impact grid. A company will focus its attention on the
risks with high occurrences and high financial impacts. Whether and
to what extent a company will undertake a risky event will depend on
its risk philosophy and its risk tolerance and appetite.
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Control and
Management of
Risks

Once the risks are
identified and assessed,
a company will respond
to those risks, including,
risk avoidance (or risk
elimination, if possible),
risk reduction (or
risk mitigation), risk
sharing (or risk transfer,
if possible) or risk
acceptance. Normally,
a company will accept
an event with a low risk
or low financial impact
and will avoid an event
with a high risk or
high financial impact.
In between, directors
will consider ways and
means to control and
manage those risks.
Control activities are
activities undertaken by
a company to reduce
or mitigate the inherent
risks so that after taking
such measures, the
residual risks are reduced or mitigated to a level that is acceptable to
such company. The control activities taken will depend on the nature
of the event, the risks associated with such event, and the risk profile
and philosophy of such company.

After the risks of the company are identified and assessed with
control activities taken, a risk management report will be prepared
and approved by the board of the company. The risk management
report will be reviewed and updated on a regular basis to see if
there is any change as regards the company’s risk profile and risk
management.

For solicitors and others who are subject to the RME Rules, they are
only required to attend RME courses as required of them or perform
other RME activities that are approved by the Law Society. They
are not required to submit any report of their RME activities to the
Law Society but are required to declare their compliance with the
RME Rules when applying for their practising certificates (to enable
them to practise law in Hong Kong under the Legal Practitioners
Ordinance).

Vincent P C Kwan
Solicitor/Certified Public Accountant (Fellow) (Non-Practising)
Master of Medical Sciences (Distinction) (HKU MED)
Member (Formerly Chairman), FRA Committee
The Chamber of Hong Kong Listed Companies
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